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Summary
This document defines the CAN 2.0B Firmware Download & Update Protocol between the Supervisory Host (LFP_Manager_GL GUI / BMCB) and the KT mBMS (Module Battery Management System, HW1 / HW2 / HW3).
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1. [bookmark: _Toc31121899]
Interface 
# Interface: CAN Communication
# Speed: 250kbps

# Protocol: CAN 2.0B Extended Frame

# Structure
The firmware download protocol uses the 29-bit identifier of the CAN 2.0B Extended Frame with Priority (PR) fixed to 4 (0x4).
Using the 29-bit identifier of the CAN extended frame and redefining it for firmware update (TCanDLHeader), the allocation table is structured as follows:

	PR (Priority)
	FC (Function Code)
	NO (Packet Number)
	SID (Source ID)
	DID (Destination ID)

	Bit 28 ~ 26 (3 Bits)
	Bit 25 ~ 22 (4 Bits)
	Bit 21 ~ 14 (8 Bits)
	Bit 13 ~ 7 (7 Bits)
	Bit 6 ~ 0 (7 Bits)

	Fixed: 4 (0x4)
	Command: 0 ~ 7
	Block Seq: 0 ~ 255
	Host: 0 / mBMS: 1~10
	mBMS: 1~10 / Host: 0


PR (3-bit) is fixed at 4 (0x4) to indicate Firmware Update service; FC (4-bit) specifies the Function Code (0 ~ 7); NO (8-bit) specifies the packet sequence number (0 ~ 255) during 2KB block data transmission; SID (7-bit) is the Source ID; DID (7-bit) is the Destination ID.

# Transfer Order
# Byte Order is Big Endian (32-bit Address, Size, Checksum) and Flash Binary Payload is Raw Byte Stream.

# Address
# Host (Master / GUI): 0 (CAN_MASTER_ADDR)
# mBMS (Target): 1 ~ 10 (DIP Switch Module ID 1 ~ 10)




2. [bookmark: _Toc31121900]Command
1. 
2. 
2.1. Firmware Update Start Request and Response (DL_START_CODE)
# Request by Host (GUI / BMCB)
	SRC
	DST
	Cycle
	ID
	Data

	
	
	
	
	POS
(byte)
	Data List
	Remark

	Host
	mBMS
	*
	PR
	4
	0
	FW Version [0] (Major)
	e.g., 4 (for V4.0.0.1)

	
	
	
	FC
	0
	1
	FW Version [1] (Minor)
	e.g., 0

	
	
	
	NO
	0
	2
	FW Version [2] (Patch)
	e.g., 0

	
	
	
	SID
	0
	3
	FW Version [3] (Build)
	e.g., 1

	
	
	
	DID
	mBMS ID
	4
	Firmware Image File Size
	Unit: Byte (32-bit MSB)

	
	
	
	Data Length: 8
	5
	
	Unit: Byte (32-bit Byte 2)

	
	
	
	
	6
	
	Unit: Byte (32-bit Byte 1)

	
	
	
	
	7
	
	Unit: Byte (32-bit LSB)



# Response by mBMS – 1/1
	SRC
	DST
	Cycle
	ID
	Data

	
	
	
	
	POS
(byte)
	Data List
	Remark

	mBMS
	Host
	*
	PR
	4
	0
	0x00
	

	
	
	
	FC
	0
	1
	0x00
	

	
	
	
	NO
	0
	2
	0x00
	

	
	
	
	SID
	mBMS ID
	3
	0x00
	

	
	
	
	DID
	0
	4
	0x00
	

	
	
	
	Data Length: 8
	5
	0x00
	

	
	
	
	
	6
	0x00
	

	
	
	
	
	7
	Result Code
	0x00: OK (AppUpdate = 1)
0x02: File Size Exceeded Error





2.2. Flash Sector Erase Request and Response (DL_SECTOR_ERASE_CODE)
# Request by Host (GUI / BMCB)
	SRC
	DST
	Cycle
	ID
	Data

	
	
	
	
	POS
(byte)
	Data List
	Remark

	Host
	mBMS
	*
	PR
	4
	0
	Target Sector Address
	32-bit MSB (Base: 0x08080000, Step: 0x00020000)

	
	
	
	FC
	1
	1
	
	32-bit Byte 2

	
	
	
	NO
	0
	2
	
	32-bit Byte 1

	
	
	
	SID
	0
	3
	
	32-bit LSB

	
	
	
	DID
	mBMS ID
	4
	0x00
	

	
	
	
	Data Length: 8
	5
	0x00
	

	
	
	
	
	6
	0x00
	

	
	
	
	
	7
	0x00
	



# Response by mBMS – 1/1
	SRC
	DST
	Cycle
	ID
	Data

	
	
	
	
	POS
(byte)
	Data List
	Remark

	mBMS
	Host
	*
	PR
	4
	0
	Erased Sector Address
	32-bit MSB (Echoed Sector Address)

	
	
	
	FC
	1
	1
	
	32-bit Byte 2

	
	
	
	NO
	0
	2
	
	32-bit Byte 1

	
	
	
	SID
	mBMS ID
	3
	
	32-bit LSB

	
	
	
	DID
	0
	4
	0x00
	

	
	
	
	Data Length: 8
	5
	0x00
	

	
	
	
	
	6
	0x00
	

	
	
	
	
	7
	Result Code
	0x00: OK (AppUpdate = 2)
0x01: Flash Erase Fail
0x02: Address Out of Range
0x09: Invalid Update State





2.3. Flash Write Address & Length Set Request and Response (DL_SET_ADDRESS_CODE)
# Request by Host (GUI / BMCB)
	SRC
	DST
	Cycle
	ID
	Data

	
	
	
	
	POS
(byte)
	Data List
	Remark

	Host
	mBMS
	*
	PR
	4
	0
	Block Write Start Address
	32-bit MSB (0x08080000 + N × 0x800)

	
	
	
	FC
	2
	1
	
	32-bit Byte 2

	
	
	
	NO
	0
	2
	
	32-bit Byte 1

	
	
	
	SID
	0
	3
	
	32-bit LSB

	
	
	
	DID
	mBMS ID
	4
	Block Frame Count (WriteLength)
	32-bit MSB (1 ~ 256 Frames; 256 = 2048 Bytes)

	
	
	
	Data Length: 8
	5
	
	32-bit Byte 2

	
	
	
	
	6
	
	32-bit Byte 1

	
	
	
	
	7
	
	32-bit LSB



# Response by mBMS – 1/1
	SRC
	DST
	Cycle
	ID
	Data

	
	
	
	
	POS
(byte)
	Data List
	Remark

	mBMS
	Host
	*
	PR
	4
	0
	0x00
	

	
	
	
	FC
	2
	1
	0x00
	

	
	
	
	NO
	0
	2
	0x00
	

	
	
	
	SID
	mBMS ID
	3
	0x00
	

	
	
	
	DID
	0
	4
	0x00
	

	
	
	
	Data Length: 8
	5
	0x00
	

	
	
	
	
	6
	0x00
	

	
	
	
	
	7
	Result Code
	0x00: OK
0x01: Invalid Write Address
0x02: Invalid Frame Count (0 or > 256)





2.4. Flash Data Write Request (DL_WRITE_DATA_CODE)
# Request by Host (GUI / BMCB) – Streamed WriteLength Times (No Response)
	SRC
	DST
	Cycle
	ID
	Data

	
	
	
	
	POS
(byte)
	Data List
	Remark

	Host
	mBMS
	1ms
	PR
	4
	0
	Firmware Binary Data [0]
	Written to WriteAddr + (NO × 8) + 0

	
	
	
	FC
	4
	1
	Firmware Binary Data [1]
	Written to WriteAddr + (NO × 8) + 1

	
	
	
	NO
	0 ~ 255
	2
	Firmware Binary Data [2]
	Written to WriteAddr + (NO × 8) + 2

	
	
	
	SID
	0
	3
	Firmware Binary Data [3]
	Written to WriteAddr + (NO × 8) + 3

	
	
	
	DID
	mBMS ID
	4
	Firmware Binary Data [4]
	Written to WriteAddr + (NO × 8) + 4

	
	
	
	Data Length: 8
	5
	Firmware Binary Data [5]
	Written to WriteAddr + (NO × 8) + 5

	
	
	
	
	6
	Firmware Binary Data [6]
	Written to WriteAddr + (NO × 8) + 6

	
	
	
	
	7
	Firmware Binary Data [7]
	Written to WriteAddr + (NO × 8) + 7 (Padded with 0x00 at EOF)



2.5. Block Write Data Checksum Request and Response (DL_WRITE_DATA_CSUM_CODE)
# Request by Host (GUI / BMCB)
	SRC
	DST
	Cycle
	ID
	Data

	
	
	
	
	POS
(byte)
	Data List
	Remark

	Host
	mBMS
	*
	PR
	4
	0
	Current Block Start Address
	32-bit MSB (Must match WriteAddr)

	
	
	
	FC
	5
	1
	
	32-bit Byte 2

	
	
	
	NO
	0
	2
	
	32-bit Byte 1

	
	
	
	SID
	0
	3
	
	32-bit LSB

	
	
	
	DID
	mBMS ID
	4
	Block Byte Checksum (csum32)
	32-bit MSB (Sum of WriteLength × 8 bytes)

	
	
	
	Data Length: 8
	5
	
	32-bit Byte 2

	
	
	
	
	6
	
	32-bit Byte 1

	
	
	
	
	7
	
	32-bit LSB



# Response by mBMS – 1/1
	SRC
	DST
	Cycle
	ID
	Data

	
	
	
	
	POS
(byte)
	Data List
	Remark

	mBMS
	Host
	*
	PR
	4
	0
	Next Block Start Address
	32-bit MSB (WriteAddr + WriteLength × 8)

	
	
	
	FC
	5
	1
	
	32-bit Byte 2

	
	
	
	NO
	0
	2
	
	32-bit Byte 1

	
	
	
	SID
	mBMS ID
	3
	
	32-bit LSB

	
	
	
	DID
	0
	4
	0x00
	

	
	
	
	Data Length: 8
	5
	0x00
	

	
	
	
	
	6
	0x00
	

	
	
	
	
	7
	Result Code
	0x00: OK
0x03: Block Address Mismatch
0x04: Address Out of Range
0x05: Block Checksum Mismatch
0x0A: Invalid MCU Reset Vector (HW2,3)





2.6. Full Firmware Image Checksum Request and Response (DL_IMAGE_CSUM_CODE)
# Request by Host (GUI / BMCB)
	SRC
	DST
	Cycle
	ID
	Data

	
	
	
	
	POS
(byte)
	Data List
	Remark

	Host
	mBMS
	*
	PR
	4
	0
	Total Firmware File Size
	Unit: Byte (32-bit MSB)

	
	
	
	FC
	6
	1
	
	Unit: Byte (32-bit Byte 2)

	
	
	
	NO
	0
	2
	
	Unit: Byte (32-bit Byte 1)

	
	
	
	SID
	0
	3
	
	Unit: Byte (32-bit LSB)

	
	
	
	DID
	mBMS ID
	4
	Total Image Byte Checksum
	32-bit MSB (Sum of all bytes in image)

	
	
	
	Data Length: 8
	5
	
	32-bit Byte 2

	
	
	
	
	6
	
	32-bit Byte 1

	
	
	
	
	7
	
	32-bit LSB



# Response by mBMS – 1/1
	SRC
	DST
	Cycle
	ID
	Data

	
	
	
	
	POS
(byte)
	Data List
	Remark

	mBMS
	Host
	*
	PR
	4
	0
	0x00
	

	
	
	
	FC
	6
	1
	0x00
	

	
	
	
	NO
	0
	2
	0x00
	

	
	
	
	SID
	mBMS ID
	3
	0x00
	

	
	
	
	DID
	0
	4
	0x00
	

	
	
	
	Data Length: 8
	5
	0x00
	

	
	
	
	
	6
	0x00
	

	
	
	
	
	7
	Result Code
	0x00: OK (AppUpdate = 3)
0x01: Total File Size Mismatch
0x02: Total Image Checksum Mismatch





2.7. Firmware Update Restart Request and Response (DL_RESTART_CODE)
# Request by Host (GUI / BMCB)
	SRC
	DST
	Cycle
	ID
	Data

	
	
	
	
	POS
(byte)
	Data List
	Remark

	Host
	mBMS
	*
	PR
	4
	0
	Restart Option Code
	0x03: Commit Update Flag (AppUpdate = 9) & Reboot after 1s
0x00: Immediate Software Reset without Update

	
	
	
	FC
	7
	1
	0x00
	

	
	
	
	NO
	0
	2
	0x00
	

	
	
	
	SID
	0
	3
	0x00
	

	
	
	
	DID
	mBMS ID
	4
	0x00
	

	
	
	
	Data Length: 8
	5
	0x00
	

	
	
	
	
	6
	0x00
	

	
	
	
	
	7
	0x00
	



# Response by mBMS – 1/1
	SRC
	DST
	Cycle
	ID
	Data

	
	
	
	
	POS
(byte)
	Data List
	Remark

	mBMS
	Host
	*
	PR
	4
	0
	0x00
	

	
	
	
	FC
	7
	1
	0x00
	

	
	
	
	NO
	0
	2
	0x00
	

	
	
	
	SID
	mBMS ID
	3
	0x00
	

	
	
	
	DID
	0
	4
	0x00
	

	
	
	
	Data Length: 8
	5
	0x00
	

	
	
	
	
	6
	0x00
	

	
	
	
	
	7
	Result Code
	0x00: OK (mBMS reboots 1000ms after sending response)





2.8. Firmware Update Procedure & Flash Memory Map Details
# Detail Information
	Item
	Description
	Remark

	End-to-End Update Sequence
	1. [Host] Disable periodic status polling (AutoTx = false).
2. [FC = 0] Send DL_START_CODE with 4-byte FW Version and 4-byte Total File Size -> Expect Result = 0x00.
3. [FC = 1] Send DL_SECTOR_ERASE_CODE starting at 0x08080000 (step +0x00020000) until ErasedSize >= FileSize -> Expect Result = 0x00.
4. [FC = 2] For each 2048-byte block, send DL_SET_ADDRESS_CODE with SetAddr and SetLength (1 ~ 256 frames) -> Expect Result = 0x00.
5. [FC = 4] Stream SetLength frames of DL_WRITE_DATA_CODE (NO = 0 .. SetLength-1) at 1 ms interval (pad trailing bytes with 0x00).
6. [FC = 5] Send DL_WRITE_DATA_CSUM_CODE with SetAddr and 32-bit sum of block bytes -> Expect Result = 0x00 and NextAddr.
7. Repeat Steps 4 ~ 6 until all bytes of the firmware binary are written.
8. [FC = 6] Send DL_IMAGE_CSUM_CODE with Total File Size and 32-bit sum of entire image -> Expect Result = 0x00.
9. [FC = 7] Send DL_RESTART_CODE with Option = 0x03 -> mBMS saves AppUpdate = 9 to Flash/EEPROM and reboots into Bootloader after 1000 ms.
	Standard Procedure

	Hardware Flash Memory Map
(HW1 vs HW2 / HW3)
	• Host Protocol Logical Address: 0x08080000 ~ 0x080DFFFF (Unified across all HW revisions)
• HW1 (STM32F407VGT6 - V31xx / V24xx):
  - Download Area: Flash Sector 8 ~ 10 (0x08080000 ~ 0x080DFFFF, 128KB per sector, Max 384KB)
  - Run Area: 0x08020000
• HW2 & HW3 (HDSC HC32F460PETB - R32xx / R33xx):
  - Firmware automatically translates Host Address by subtracting 0x08020000 (0x08080000 -> 0x00060000)
  - Download Area: 0x00060000 ~ 0x0007DFFF (8KB per sector, erases all required sectors on first FC=1 call)
  - Run Area: 0x00008000 (Vector check verifies Reset_Handler upper 16-bit == 0x0000)
	Address Translation

	Unified 3-in-1 Firmware
Package Format (KTMB)
	• Magic Header: "KTMB" (0x424D544B, 96-Byte Header)
• Contains 3 hardware-specific firmware binaries in a single file (mBMS_KT_V4001.bin):
  - Entry #1 (HwType = 0x11): HW1 (STM32F407, V3117 base)
  - Entry #2 (HwType = 0x22): HW2 (HC32F460 + BQ76940, R3221 base)
  - Entry #3 (HwType = 0x33): HW3 (HC32F460 + ADBMS1818, R3323 base)
• Host GUI automatically detects connected mBMS HwType from Status #2 (PF 12, Byte 3=0x57, Byte 4=HwType) and extracts the matching binary before starting FC=0.
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